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- 352 ty USD. 06 triéu Dai twong bi tancong:  -3.000 cuQc tan cong/giay <> 900 g g ngne
- TAng trudng glp 2 ndm 2020 - 2025: gép 2,7 Ién 2020. -12 mé doc/gidy <> 5 B Bung no thiét bi loT
14,5%/nam. -2030: gap 7,5 1an 2020. - 7016 hOng m&i/ngay <> 40

m  Thiéu hut ngudén nhan lwc ATTT
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Digital Transformation and Risk Management
Must Go Together

://securityintelligence.com/articles/digital-transformation-risk-management-different-together/,
Chuyén ddi sO va Quan ly Rui ro phai song hanh, Khao sat Rui ro Toan cau cla PwC nam 2022



https://securityintelligence.com/articles/digital-transformation-risk-management-different-together/

VNCERT/C
C QUAN DIEM VE DAM BAO AN TOAN THONG TIN TRONG CHUYEN DOI S

o

Quyét dinh 749/QD-TTg ngay 03/6/2020 Chwong trinh Chuyén doi
s0 quoc gia dén nam 2025, dinh hwéng dén nam 2030

B&o dam an toan, an ninh mang la then chét dé chuyén déi sé thanh
cong va bén virng, dong th&i la phan xuyén suoét, khéng thé tach
r&i cua chuyén doi so.

Moi thiét bi, sdn pham, phén mém, hé'théng thong tin, dw an dau tw
vé cbng nghé thong tin déu phai c6 cau phan bat budc vé an toan,
an ninh mang ngay ttv khi thiét ke.
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VNCERT/CC

NOI DUNG VE DAM BAO AN TOAN THONG TIN TRONG CHUYEN DOI S0

o

Chi thi 02/CT-TTg ngay 26/4/2022 vé phat trién Chinh pha dién tr

hwéng téi Chinh phi sé, thuc day chuyén doéi sé qudc gia:

04 néi dung can Iwu y vé an toan théng tin:

1.

Hé thong thong tin can trién khai day di phuong &n bao dam an
toan théng tin theo cap do.

Phan mém ndi bo phai do don vi chuyén nghiép phat trién, tuan
thu Khung phat trien phan mém an toan DevSecOps

Hé thong thong tin duoc kiém tra, danh gia an toan thong tin
mang trwéc khi dwa vao st dung, khi nadng cap, thay doi, dinh
ky theo quy dinh.

Hé thdng théng tin dwoc quan ly, van hanh theo mé hinh 4 16p
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VNCERT/CC

Quyét dinh 964/QD-TTg ngay 10/08/2022 Phé duyét Chién Iwoc
An toan, An ninh mang quoc gia, ght’l dong trng pho véi cac
thach thirc tir khong gian mang dén nam 2025, tam nhin 2030

CHIEN LUGC AN TOAN, AN NINH MANG QUAC GIA

o

Quan diém: lién quan chuyén dbi s6

+ An toan, an ninh mang (ATANM) Ia trong tam cua qua trinh
chuyen dbi sb, la tru cdt quan trong tao lap niém tin s6 va sw phat
trién thinh vwong trong ky nguyén sb.

+ ATANM la nhiém vu trong yéu, thwdng xuyén, 1au dai nham khdéi
tao va duy tri méi tre&ng mang an toan, lanh manh, tin cay cho
cac co quan, td chire, doanh nghiép va moi ngudi dan.

+ D3u tv cho ATANM Ia dau tw cho phat trién bén virng va tao ra
gia tri.
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VNCERT/CC

CHIEN LUGC AN TOAN, AN NINH MANG QUAC GIA

o

Quyét dinh 964/QD-TTg ngay 10/08/2022 Phé duyét Chién lwoc
An toan, An ninh mang quoc gia, ghl] doéng rng phé v&i cac
thach thioec tir khong gian mang den nam 2025, tam nhin 2030

Muc tiéu:

c) Hinh thanh lwc lwvong bao dam an toan, an ninh mang tai cac bo,
nganh, co quan nha nwdc, cac td chirc chinh tri — xa héi va céac tap
doan, tdng cdng ty nha nwdc; ddm bao méi co quan, té chirc, doanh
nghiép nha nwdc cé mét bd phan dwoc giao lAm nhiém vu lam dau
mdi, chju trach nhiém vé céng tad bao dam an toan, an ninh mang.
Khuyén khich cac doanh nghiép khac c6 mét don vi bao dam an
toan, an ninh mang.

d) Cac BO, co quan ngang B, co quan thudc Chinh phu, UBND tinh,
thanh pho ...thwe hién bao dam an toan, an ninh mang theo quy dinh
cua phap luat vé an toan thdng tin va an ninh mang.

d) Bo vé hé théng thdng tin cta 11 Iinh vire quan trong
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VNCERTC = o -
C PHE DUYET DE XUAT CAP DO VA TRIEN KHAI PHUONG AN BAQ DAM ATTT THEO CAP DO

100% [V]

12/2022

30%
29,6%
5/2022
19% ' 505 e duyet i 3

Ca nuwoc: 2.858 HTTT
29,6 % phé duyét cap dd

Ty Ié thap

Canuwdc: 2452 HTTT
19% phé duyét cp do

o
‘ CHI THI 02 ngay 26/4/2022 ctia ThU twéng Chinh phu:
Théang 12/2022: Hoan thanh phan loai, xac dinh va phé duyét dé xuat cap do HTTT.

Thang 06/2023: Trién khai day d0 phwong 4n bdo dam an toan hé thdng théng tin theo cap do Page 07



VNCERT/CC

Théng tw 12/2022/TT-BTTTT ngay 12/8/2022 Quy dinh chi tiét va
hwéng dan mot s6 dieéu cia Nghi dinh s6 85/2016/NDP-CP ngay 01
thang 7 nam 2016 vé bao dam an toan hé thong thong tin theo
cap do, thay thé Thong tw 03/2017/TT-BTTTT ngay 24/4/2017 cua
B6 Théng tin va Truyén thong

Hudng din méi vé DAM BAO AN TOAN THONG TIN THEO CAP DO

o

O THONG TU

Muc dich:

- hwéng dan chi tiét hon mét sé ndi dung con béat cap, chwa duoc
lam ro

- bao dam tinh dong bg, thong nhat gitra Luat An toan thong tin
mang, Nghi dinh s6 85/2016/ND-CP, Tiéu chuan quéc gia TCVN
11930: 2017

- phu hop véi tinh hinh thwe té da trién khai trong 05 ndm qua

Hiéu Iwc thi hanh: tir ngay 1/10/2022
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VNCERT/CC

O THONG TU

o

Hudng din mdi vé DAM BAO AN TOAN THONG TIN THEO CAP D -

Cac diém moi:

Lam ré quy dinh: xac dinh ch quan hé théng théng tin (HTTT); xac dinh
don vi van hanh HTTT: bd sung hwéng dan cu thé phwong an trién khai
tham dinh hé so dé xuat cap dé trong triedng hop don vi chuyén
trach vé an toan théng tin dong thoi dwoc chi quan HTTT giao quan
ly, van hanh HTTT (Diéu 4, 5, 6)

Néu nguyén tac xac dinh cac HTTT, giao Cuc An toan théng tin dinh ky
hang quy co6 trach nhiém cap nhat, bd sung danh muc cac HTTT va cong
bd trén Cbng théng tin dién t& ctia B Thong tin va Truyén théng (Piéu 7)
Hwéng dan thuyét minh cap d6 an toan HTTT, cac yéu cau bao dam an
toan HTTT theo cap d6 (biéu 8, 9, 10)

Quy dinh cac nguyén tac co’ ban vé kiém tra, danh gia ATTT, ché do
bao cao (bieu 11, 12, 13, 14)

BO sung quy dinh vé thei diém phé duyét Ho so dé xuat cap dé khi xay
dwng mei hoac m& réng, nang cap HTTT: khuyén khich ho so’ dé xuat
cap doé ATTT duwoc phé duyét trwde khi phé duyét Bao cao kinh té ky thuat
hoac thiét ke co s@, ... (Diéu 15)

C6 céac yéu cau co ban bao dam an toan HTTT do6i véi tirng cap db tai
cac Phu luc
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VNCERT/C . ‘
o KHUNG PHAT TRIEN PHAN MEM AN TOAN (DEVSECOPS)

O Ty Ié dw dan phén mém CHU'A dp dung DevSecOps
100%
90%
80%
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60%
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40%
30%
20%
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0%

w Thé gisi Viét Nam

- Ap dung DevSecOps khi phat trién phan mém tang tr 27 % 1én 35,9% nam 2021 (*)

90%

60%

P

-90% du an phan mém yéu ciu tuan theo DevSecOps truéc nam 2022, ting 40% so 2019 (**)

Moi thanh phan
déu co trach nhiém Cong van s 166 /ICATTT-ATHTTT Ban hanh hwéng dan “Khung phat trién phan mém an
dam bao an toan bao mat toan (phién ban 1.0)”

() Xay dung theo NIST Special Publication 800-218: Secure Software Development Framework
(SSDF) Version 1.1
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VNCERT/C A N ,
= MO HiNH BAO DAM AN TOAN THONG TIN 4 LGP

Lwc lwong qudc
gia
Lwc lurong chuyén
nghiép
- Doanh nghiép ATTT

Lwrc Irgng tai cho
Lwc lwong danh = DQ’ lfng clPu stPco
gia doc lap

Lwc lwong
chuyén nghiép

Kiém tra ddnh gid doc
Liwrc lrong tai

; Két nGivé BO TTTT
choé I.ap




VNCERT/C ) . L
& NANG CAO NANG LUC DI NG Ciu Su cd

© Chi thi 18/CT-TTg ngay 13/10/2022 vé Pay manh trién khai cac hoat

1110400 A 6 ’ X A ~ . . n
o e 14 S CErURIT dong wng ctru sw co an toan thong tin mang Viét Nam

= O ., Nguyén tac: “U'ng clru sw c6 an toan thépg tin mang la hoat d@ng quan trong
N ‘ | nham phat hién, ngan chan, xtr ly va khac phuc Kkip thé&i sw co an toan thong

v / N G ' - j tin mangn
10100 joggidg 010l e o
T~k 4 U A , Trach nhiém céc Bé. nganh, dia phuong:

= Hoat ddng rng ctvu sy cd an toan thong tin mang phai chuyén tir bi dong
sang chu dong: san lung moi nguy hai va ra quet 16 hdng 6 thang 1 1an; hoan
thanh phwong an kich ban &ng ctru sy co; dién tap thwe chién 1 1an/nam doi

POl NG clPU SU CcO voi HTTT tr cip d6 3 trd [én.
CISRT = Kién toan lai Boi Ung ctru sv co theo huwéng chuyén nghiép, co’ dong, co toi
(Cyber/Computer Security thiéu 05 chuyén gia ATTTM

Incident R nse Team ;
cident Response Team) - 11 Iinh vuc quan trong (QD 632/QD-TTg 2017) cin wu tién dam bao ATTTM,

trién khai mé hinh CERT linh vyc
« Po6i Ung clru sy cb duwoc giao cac nhiém vu thwong xuyén
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VNCERT/C ) . L
& NANG CAO NANG LUC DI NG Ciu Su cd

© Chi thi 18/CT-TTg ngay 13/10/2022 vé Pay manh trién khai cac hoat

1110400 A - - X ) PN . = A
o e 14 S CErURIT dong wng ctru sw co an toan thong tin mang Viét Nam

= O ., Nguyén tac: “U'ng clru sw c6 an toan thépg tin mang la hoat d@ng quan trong
N : | nham phat hién, ngan chan, xtr ly va khac phuc Kkip thé&i sw co an toan thong

v / N G ' - j tin mangn
10100 joggidg 010l o o T |
X X 0 | Trach nhiém cac Bo, nganh, dia phwong: (tiép)

B tri da kinh phi ddm bao hoat déng Péi UCSC

» Thuc hién ra soat, phat hién va khac phuc 16 héng, diém yéu, cac nguy co’

POI 'NG CclrU su’ cO = Bién phap kiém soat nguy co mat ATTT do bén th ba, cac chudi cung rng
CISRT
(Cyber/Computer Security
Incident Response Team)

= Thuc hién quy dinh bao céo sy co, tuyén truyén ngwdi dan cung cap thong tin
sw cO

= Cac chién dich nang cao y thirc canh giac ctia nguw®i dung cudi /tAn cong mang

O = Cong bb thong tin ddu médi tiép nhan théng bao sw cb
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VNCERT/C
C

DIEN TAP THU'C CHIEN
AN TOAN THONG TIN

DIEN TAP THUC CHIEN AN TOAN THONG TIN

o

B6 TT&TT ban hanh Chi thj 60/CT-BTTTT nam 2021 vé dién tap ATTT thwc chién.

¥ ¢ Con nguwoi

Gilp céac t6 chirc danh gia dwoc kha ning

z ~ 3 ~ < & m X
Gan hoat déng dién tap vao rng pho trong trang thai dang bi tan cong,
chinh hé théng ma d6i Ung ciu xac dinh cac diém yéu dang ton tai lién
sw cb dang co trach nhiém bao vé. quan dén con ngwei, quy trinh, céng nghé
Con nguoi, Quy trinh, Céng dé cai thién.
nghé cung & chung trang thai
Quy trinh Q “tric chien”

0o,

Cong nghé

Chuyén tir dién tap theo kich ban s&n cé sang tan céng vé&i nhiéu
chién thuat linh hoat, trong th&i gian kéo dai va dat toan bo hé

thdng clia td chirc trong trang thai bat ngo.

Panh gia Poi tan céng Panh gia Doi phong thu

S6 lwong va mirc dd nghiém trong cla 16 Danh gia hién trang
hdng, diém yéu phat hién dwoc

MUrc d6 phirc tap cla k¥ thuat tAn cong Nang lwc phat hién tan cong

Khuyén nghi hwéng khc phuc Kha nang ngan chan, tng clru sw cb
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VNCERT/C
GIAM SAT AN TOAN THONG TIN -

C
@)

hog Sellecunn Quyét dinh 1356/QP-BTTTT ve tiéu chi giai phap danh gia giai phap, dich vu Trung tam

(Ab SOC

)

EEE
EEE
BEE

Reportin
Aggregation/ e 9
Correlation

. Tiéu chi vé cdng nghé
1.  Tiéu chi danh gia tirng thanh phan:
i Co ban (SIEM, NIPS, Antivirus, EDR) [ Theo tiéu chi cia B6 TTTT
Nang cao (WAF, SOAR, Tl) (1 Theo tiéu chi cua Bo TTTT

2. Tiéu chi danh gia tinh hiéu qua: Kiém tra, thtr nghiém

Ticketing . .
Il. Tieu chi vé chat lwong dich vu

1. Quy trinh: danh gia ho so, th& nghiém quy trinh
2. Con ngwi: thi thiéu 12 nhan sw véi cac mirc yéu cau khac nhau

Threat Intelligence

Knowledge Base

Trung tdm Giam sat Dieu hanh
An toan, An ninh mang O
SOC
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VNCERT/C ; o
c KIEM TRA, DANH GIA ATTT

Hé théng théng tin chwa xdc nhan an toan thi chwa dwa vao suv
dung

PT -Do dorn vi déc 1ap véi lwe lwong tai chd, voi don vi gidm séat thue hién.
W -Phan meém, (rng dung phai dwoc kiém tra, danh gia an toan trwéc khi dwa
vao trién khai, st dung va sau khi nang cap, mé réng.
-Danh gia bao gdm ca kiém tra ma nguén (déi véi phan mém nodi bd - Qb

742/QD-BTTTT)).
VULNERABILITY  PENETRATION o , ,
ASSESSMENT TESTING -Dinh ky thwc hién do QL’Jé’[ |6 hong bao mat, kiem thtr x&m nhap va khac
phuc kip théi cac diém yéu.

Kiem tra danh gia ATTT -Chii ddng theo dbi, khac phuc cac nguy co tan cong, thong tin vé cac 16
VAPT héng, diém yéu da dworc canh bao.

-Chu dong thwe hién truy tim cac méi de doa
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VNCERT/C
C

MANG LUGI UNG cUU SU cd ATTTM QuAGC GIA

Bo6 quéc . Hop tac > B6 Théng tin va Truyén Bo cong @ Dia phuong
phong an MBo, Nganh, Co quan TU
1ISP
Nhiém vu chinh " B
B M Ha tang trong yéu
DAu méi didu phéi Gng B Tai chiphbanedn hang
Clru s CO.
Phoi hop Thu thap thong tin, canh
ao som
Cac don vi < >

ATTT Phét trién mang luoi

CSIRT Cac don
Vi ATTT

Co quan diéu phdi

IXP,

CSIRTs

ong gian

ang quéc giz *
/ . + .
‘ Piéu p&i, trng cLN(hén cap hoi
ISPs } Y ‘

Cac s@ thong tin,

Tw van, dao tao, kiém
dinh, nghién ctru phat
trién...

L 4

~N

A

J- Quan khu thi dé
% Quén khu 3

Quén khu 4

Quén khu 5

Quén khu 7

Quén khu 9

- Cac hiép
(\(/h:l?DA, * Cum 8: Doanh nghiép vién thong, ha téng
; VINASA...) va Cuc BBTU, VNNIC
Seisollid Cuc A i thén tn + Cum 6: Ha NOi va cac BO, Nganh
tang thong

tin trong
yéu

thué, hai quan

* Cum 10: Ngan hang, tai chinh, kho bac,

* Cum 11: Doanh nghiép CNTT, ATTT
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VNCERT/C ) , .
c HOAT DONG MANG LUGI UCSC ATTTM QUOC GIA 2022

O 0 232thanh vién td chire, phan thanh 11 cum mang w6
0 3dién tap quéc té: ASEAN-Nhat Ban, APCERT, ACID
0 2 dién tap thuc chién qubc gia

0 15Bo, Nganh, dia phuong t6 chirc dién tap thwe chién (dién tap thue
chién Cum mang lwéi s6 9)

v . 0 9 Webinar vé bdo ddm ATTT — UCSC hang thang, héi thao “Cai thiér]
Vietham nang lwc phong tha thdng qua hoat déng trién khai dién tap thwe chién”
cho KV mién Trung Tay nguyén

C S' RTS 0 H&i nghi Giao ban mang Iwéi UCSC

Neyjcwork 0 Huan luyén Mo hinh tredng thanh quan ly trng ctru si cO ATTT (SIM3)
do chuyén gia quéc té trwc tiép huan luyén

Mang Iwéi UCSC ATTT qudc gia 0 BDanh gia cac tiéu chi SIM3 cta chuyén gia quéc té cho VNCERT/CC

Vietnam CSIRTs Network 0 Kétndi AICCBC (ASEAN-Nhat Ban), KISA (Han Quéc) mé rong huén
luyén ky nang cho cac thanh vién mang lwgi

0 Trién khai nhom can bo dau moi va ky thuat véi ~ 1.100 thanh vién

() 0O Trién khai nén tang diéu phdi xt Iy sw cb
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VNCERT/C
C

KO
lJ_lm Security
Managed P rog ram

Services

Implementation

TRIEN KHAI BAO DAM AN TOAN TRONG CAC TO CHUC -

Xay dwng va trién khai “Chwong trinh dam bao ATTT — Security
Program” cua té chirc:

- Pap trng cac yéu cau luat dinh
- Chién lwgrc ATTT phu hop vé&i chién lwge cla doanh nghiép
- Ban hanh chinh sach ATTT

- Phat trién Nguon nhan Iwc CNTT, ATTT + nang cao nhan thirc
ATTT cho tat ca nhan vién

- Quanly rairo

- Trién khai Quan ly an toan theo chuan
- Xay dwng va duy tri Ké hoach trng phé
- Duy tri van hanh dam bao an toan

- Trién khai cac Co ché bao vé cu thé - cac san pham, giai phap
bao mat, dam bao an toan
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VNCERT/C L O
C CHUONG TRINH BAO DAM AN TOAN THONG TIN ciia TO CHUC

Nhan lwc, Mo hinh : Cac co
Luat va nhan Quan ly | Ké hoach | Duy trian | che bao

quy dinh thire bao mat vé
ATTT

Con ngwoi
(Personnel)

Quy trinh
(Process)

Cong nghé
(Technology)

Giam rui ro mat an toan cho hé thong théng tin
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VNCERT/C
C AN TOAN THONG TIN TRONG CHUYEN DOI SO

Viét Nam xdc djnh chuyén doi s quoc gia la mét trong nhibng nhiém vu trong tam
va doét pha chién lworc.

“Cung vé&i phat trién di liéu, chuyén déi sé, chung ta ciing can chu trong dén an toan, an
ninh mang ngay twr dau. Ching téi van néi va Iap di 13p lai rang chuyén déi sé can an toan,
an ninh mang giéng nhw mét chiéc xe can c6 phanh. Phanh khéng phai dé dirng chiéc xe
lai, ma dé ching ta yén tam nhan ga di nhanh hon. Chuyén déi s6 muén nhanh, bén virng thi
an toan, an ninh mang phai song hanh va tré thanh mét phan khéng thé tach roi”.

Thir trudng BO Théng tin va Truyén théng Nguyén Huy Ding
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Tran trong Cam on!

Nguyén Hiru Nguyén
Pho Giam déc Trung tdam Ung clru khan cip khdng gian mang Viét Nam
VNCERT/CC
Cuc An toan thong tin, B6 Thong tin va Truyén thdng
Email: nhnguyen@mic.gov.vn
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